Providers' Perspectives on Adolescent Confidentiality and the Electronic Health Record: A State of Transition.
Electronic health records (EHRs) have led to more transparency and improvements in patient safety, yet electronic access to personal health information can pose significant threats to maintaining confidentiality for adolescents. To date, no studies have explored clinicians' perspectives on EHR functionality and institutional policies related to confidentiality and health information sharing for adolescents aged <18 years. A Web-based survey was sent out via the national listserv of the Society for Adolescent Health and Medicine. All English-speaking members practicing in the U.S. were eligible to participate. The survey included questions about demographics, EHR functionality, information sharing, and attitudes about confidentiality within the EHR. Participants included 212 clinicians who consented to the survey and used an EHR to document clinical visits with minors. Most participants were physicians and nurse practitioners (96.5%), and 60.0% had been on their institution's EHR for >5 years. Positive findings included high levels of experience and comfort using the EHR and awareness of confidential features within their EHR. However, providers reported lack of training related to confidentiality within the EHR, low confidence in their EHR's ability to maintain confidentiality, and variation in approaches to portal access for adolescents and their adult proxies. Despite high comfort levels and robust EHR functionality at many institutions, significant concerns about adolescent confidentiality remain. Varying institutional approaches to protecting confidentiality underscores the need for a standardized and comprehensive framework to enable providers and institutions to take better care of adolescents in the age of EHRs.